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Challenge

- Migrate university web presence from the Microsoft
IS platform to an alternate platform

- Tens of thousands of pages and documents

- Lack of internal web server application development and
support resources

- Dozens of publishers

> Mac

- PC

- Local accounts for publishing access

> Not synchronized to our directory system
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Goals

- Update web server to current technology standards
- Improve web server support “ability”

- Improve web server scalability

- Improve web server security

- Improve web server performance

- Improve web server availability

- Minimize internal support overhead

- Minimize content management overhead
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Content Management Environment

- Adobe Contribute Publishing Server
- “Less Invasive”
- Plays well with eDirectory™
- Control over user permissions
- Workflow management
- User activity tracking

- Adobe Contribute

- WYSIWYG client puts web publishing within easy reach
of our average business users

- Adobe Dreamweaver

- Preferred client for our intermediate and advanced users
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The path to Open Enterprise Server 2




Logical Steps

- Research
- Will Apache use NSS?

- Research

- Will Apache use eDirectory™ and LDAP for all authentication
and authorization requests?

- Research

- Are the publishing applications compatible with above?
- Plan system architecture and perform feasibility study

 Plan implementation and deploy
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Basic Architecture
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OES 2 key configuration steps

- Novell. Core Protocol (NCP)

- Novell Storage Services™ (NSS)

- Novell Cluster Services™ (NCS)

- Novell Storage Management Services (SMS)
- Novell Linux User Management (LUM)

- File system access protocol (samba, SFTP, FTPS,webdav)
configuration and enterprise optimization

 Novell services (NetStorage and Quickfinder server)

- Apache and Tomcat (LUM configuration, service customization,
and enterprise optimization)

- Specialized eDirectory™ components (customized from defaults)
- Clustering applications and services
- Benchmarking and testing
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Power to the people
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Provisioning Publishing Users

- Prerequisites

- User must have an eDirectory™ account in the eDirectory
tree hosting the target services

- User must have file system rights to the volume(s)
containing managed published content

- User's eDirectory account must be LUM, and possibly
samba, enabled

> Adds POSIX and samba attributes and values

» Allows eDirectory authentication credentials to be used to access OES
Linux server resources

» Common primary group injects role based service like access control
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Linux User Management - LUM

- Directory-enabled application which centralizes the
storage and management of Linux user accounts

- Uses eDirectory™ for the back-end repository of users

- Benefits from the security, scalability and reliability that
eDirectory users have come to expect.

> Unique UIDs and GIDs across the LDAP tree, or LUM domain

> Advanced server access control based on LDAP access control lists
(ACLs) in eDirectory

> Refined LDAP searches offering a more effective integration
with eDirectory
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Linux User Management - LUM
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Who's inthe band?




File system access configuration
(authorization included.. no charge)

- In Band

- Any file system access protocol used to write to the web file
system that honors our publishing workflow system (CPS)
and the file system ACL model is considered to be in band.

> Remember, PC, Mac, and Linux

- Out of Band

- Any other file system protocol used to write to the web file
system is considered out of band, even if the file system
ACL model is honored

> Useful to quickly correct or mitigate content issues resulting from
publishing errors, attacks that impact web content, or even allow key
users to respond to publishing needs for absentee publishers.
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Who's in our bands?

- In
- SFTP
- FTP (But we don't let him play)

- Out

- Local/Network (Novell client access (NCP))

> Technically still out of band, but this method does honor the document
“check in” and “check out” features native to the web publishing client.
Its use is limited to select users and admins. This access method is not
advertised to other users.

- NetStorage (WebDAV), FTPS, SCP, and Samba

> The use of these access methods is limited to select users and
admins. This access method is also not advertised to other users.
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Band photo

File transfer protocol access model

Honors CPS work flow and file systems ACLS
[ Honors file systems ACLS
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Summary and Questions

- What we learned about OES Linux evolution,
interoperability, and support services.

- What we saved in administrative, implementation,
operational, and management resources.

- What the university gained in web services, web
based promotion, and web service reliability.

- Solution may be implemented at other campus'.

- Questions....
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