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S0i(e 2 > 3hat S67 8n9e:tion 8% 

 <ro= htt>?++en@wiBi>e(ia@orC+wiBi+S67Din9e:tion  ?&-S67 in9e:tion i% a te:hniEFe that eG>0oit% a 
%e:FritH vF0neraJi0itH o::FrrinC in the (ataJa%e 0aHer oK an a>>0i:ation@ Lhe vF0neraJi0itH i% 
>re%ent when F%er in>Ft i% either in:orre:t0H Ki0tere( Kor %trinC 0itera0 e%:a>e :hara:ter% 
e=Je((e( in S67 %tate=ent% or F%er in>Ft i% not %tronC0H tH>e( an( thereJH FneG>e:te(0H 
eGe:Fte(@= 

 SMNS Lo> 20? htt>?++www@%an%@orC+to>20+ 
 
S0i(e - > 3hat S67 8n9e:tion 8% Not 

 Lhe eG>0oite( vF0neraJi0itH i% not in the 3eJ Server Oe@C@ PPPQ MSP@NRLQ So0(<F%ionTQ or UataJa%e 
Server Oe@C@ VHS67Q Ora:0eQ VSS67T %oKtwareQ it i% in the a>>0i:ation rFn on to> oK that >0atKor=@  
LhereKore even iK the =a:hineQ UataJa%e Server %oKtwareQ an( 3eJ Server %oKtware are 
:o=>0ete0H >at:he( an( there are no XeroY(aH eG>0oit%Q S67 8n9e:tion i% %ti00 >o%%iJ0e iK anH oK 
HoFr 3eJ M>>% are vF0neraJ0e@ 

 PoweverQ iK an S67 8n9e:tion vF0neraJi0itH eGi%t% in the a>>0i:ationQ an atta:Ber =aH Je aJ0e to 
F%e that to eG>0oit other vF0neraJi0itie% Oe@C@ JFKKer overK0ow JFC%T in the UataJa%e Server 
%oKtware or anH other >ro:e%% rFnninC on the UataJa%e =a:hine@  LhereKoreQ Bee>inC HoFr 
>at:he% F> to (ate :an =itiCate (a=aCe Kro= S67 8n9e:tion even thoFCh it :annot >revent S67 
in9e:tion@ 

 OK :oFr%eQ HoF :oF0( %et HoFr Kirewa00+8PS to J0o:B a00 traKKi: not Kro= a white0i%te( 8PQ whi:h 
woF0( Creat0H re(F:e the :han:e oK S67 8n9e:tion@  PoweverQ that =iCht not Je Kea%iJ0e Kor 
>FJ0i:YKa:inC weJ a>>0i:ation% Oor even Kor intranet a>>0i:ation%T@ 

 
S0i(e Z Y Ue=o [)? \naFthoriXe( M::e%% 

 8 (eve0o>e( thi% a>>0i:ation Kor thi% >re%entationQ with one intentiona0 %e:FritH K0aw O>ro:e%%inC 
a Fr0 >ara=eter withoFt anH va0i(ationT to a00ow =e to (e=on%trate S67 8n9e:tion@  PoweverQ 
that %e:FritH K0aw i% verH :o==on on the weJ@  8n Ka:tQ in =H re%ear:h Kor thi% >re%entation 8 
KoFn( >ro=inent an( >FJ0i: weJ%ite% :on%i(eraJ0H =ore vF0neraJ0e than thi% a>>0i:ation@ 

 ]H the waHQ the (e=o a>>0i:ation i% %e:Fre( JH an 8P 0o:BoFt %o HoF wi00 not Je aJ0e to a::e%% it@  
^o ahea( an( trH iK HoF want toQ an( 0et =e Bno@&i'&Aou&5+nB&&Cust&DonEt&tr+sh&the&GH&be'ore&the&
en( oK the >re%entation@ 

 
S0i(e _ > 9etEs&trA&689&:n;e5tion 

 8n So0(<F%ionQ [variaJ0eNa=e[ oFt>Ft% the va0Fe oK the variaJ0e@ 
 

S0i(e )0 > Mtta:B Kai0e( 

 <or reKeren:eQ So0(<F%ion aFto=ati:a00H re>0a:e% ` :hara:ter% with `` Otwo %inC0eYEFote%Q not a 
(oFJ0e EFoteTQ whi:h e%:a>e% to a 0itera0 %inC0e EFote in S67@  O0(er ver%ion% oK PPP (i( a %i=i0ar 

http://en.wikipedia.org/wiki/SQL_injection
http://www.sans.org/top20/


thinI&@ith&-J+Ii5&Kuotes=L&thouIh&ne@er&Mersions&4e+Me&th+t&o''&bA&De'+u4tB&&:t&is&not a 
re:o==en(e( =ean% oK (ea0inC with S67 in9e:tionQ JFt it :an Je eKKe:tive in =anH :a%e% 
Je:aF%e anH in>Ft that i% F%e( within a %trinC 0itera0 :annot :aF%e %iCniKi:ant S67 in9e:tion@ 
 

S0i(e )2 Y 6u55ess!&O&<inD&o' 

 8U a a%(K woF0( not Je a %HntaG error iK bRSObUDLM]7R ha( a :o=>atiJ0e&5o4uJn&n+JeD&-+sD'=L&
JFt that i% rather Fn0iBe0H@ 

 
S0i(e )- Y ]oo=! 

 The&prob4eJ&5ou4D&h+Me&been&+MerteD&i'&the&pro5essinI&s5ript&5he5<eD&the&-Arti54e:G=&p+r+Jeter&
to =aBe %Fre it wa% nF=eri:Q an( >rintinC an a>>ro>riate error =e%%aCe to the F%er@ 

 Par%inC the&+5tu+4&KuerA&@ou4D&prob+b4A&reKuire&Jore&sophisti5+tion&th+n&:EMe&Aet&seen&in&+n&
+utoJ+ti5&689&:n;e5tion&+tt+5<&s5riptB&&There'oreL&@eE44&sti5<&@ith&the&st+nD+rD&error&Jess+Ies&
th+t&+re&Ju5h&Jore&reIu4+rB&&1eEre&+5tinI&4i<e&+n&+utoJ+ti5&+tt+5<&s5ript&to %how that S67 
8n9e:tion :an ha>>en to HoFr a>>0i:ation withoFt a hF=an tarCetinC HoF %>e:iKi:a00H@ 

 
S0i(e )Z Y 7ooBinC Kor the \%er taJ0e 

 8n VSS67 the %H%oJ9e:t% taJ0e i% >re%ent in everH (ataJa%e an( %tore% =eta(ata on the taJ0e%Q 
>ri=arH BeH%Q KoreiCn BeH%Q an( %F:h in the (ataJa%e@  Lhe %H%oJ9e:t% taJ0e ha% =anH :o0F=n%Q 
JFt the intere%tinC one% Kor to(aH are i(Q na=eQ an( GtH>e@ 

 
S0i(e 22 > ]inCo 

 6pe+<inI&o'&en5rAptionL&itEs&+&IooD&iDe+&to&use&en5rApteD&stor+Ie&'or&+nA&sensitiMe&D+t+B&&:De+44A&
an atta:Ber wi00 not Cet =F:h oK va0Fe even iK theH (own0oa( the entire (ataJa%e@ 
 

S0i(e 2- > 1eEre&inO 
 :&DiDnEt&iJp4eJent&+n&+DJinistr+tiMe&inter'+5eB&&QeAL&itEs&se5ureB 

 
S0i(e 2d Y Ue=o [2? Vo(iKHinC (ata 

 Mn atta:B %:ri>t (e%iCne( to eGtra:t %en%itive (ata =iCht not =aBe thi% intFitionQ JFt an atta:B 
Jot (e%iCne( to >0a%ter %>a= a00 over the weJ =iCht@  M0%oQ the %:ri>t :oF0( 0ooB throFCh the 
%H%:o0F=n% taJ0e to Kin( a00 the :o0F=n% an( trH ea:h one in tFrn@ 

 
S0i(e 27 Y VF0ti>0e 6Ferie% 

 ]H (eKaF0tQ thi% >0atKor= Oan( other%T a00ow% =F0ti>0e S67 %tate=ent% >er tran%=i%%ion@ 
 
S0i(e 22 > Sonvin:e( oK the threat Hete 

 Pave =er:H on the a>>0i:ation >roCra==er%@  fa0i(ation i% not a :FtYan(Y(rie( EFe%tion@  
^enera00H a((inC Jetter va0i(ation i% ti=eY:on%F=inCQ te(ioF%Q (oe% not i=>rove KFn:tiona0itH 
Kor 0eCiti=ate F%er%Q an( oKten JreaB% KeatFre% (Fe to overXea0oF% in>Ft re9e:tion@ 


