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B'/+,0#

! What SQL Injection Is and Is Not
! C#D&$E<F$G0.'/H&",I#;$!--#11

! C#D&$E?F$J&;,3K,0L$C./.
! M&N$/&$*"#O#0/$256$708#-/,&0



(H./$256$708#-/,&0$71

! !0$#P*+&,/$&3$.0$.**+,-./,&0$;./.$+.K#"$
O'+0#".),+,/KQ$73$1'--#113'+R$,/$.+/#"1$)#H.O,&"$&3$
.0$256$2/./#D#0/S1T$#P#-'/#;$)K$/H./$
.**+,-./,&0Q

! 7;#0/,3,#;$)K$2!U2$.1$&0#$&3$/H#$/&*$?=$
70/#"0#/$2#-'",/K$!//.-9$V."L#/1Q



(H./$256$708#-/,&0$71$U&/

! 7/$,1$0&/$.0$#P*+&,/$&3$.$)'L$,0$#,/H#"$/H#$(#)$
2#"O#"$&"$/H#$C./.).1#$2#"O#"$1&3/N."#$S#QLQ$
)'33#"$&O#"3+&NTQ$$2&$*./-H,0L$K&'"$D.-H,0#1$
N&0W/$1/&*$256$708#-/,&0Q

! 7/$,1$0&/$#.1,+K$,;#0/,3,#;$.1$D.+,-,&'1$0#/N&"9$
/".33,-R$,/$,1$&3/#0$,0;,1/,0L',1H.)+#$3"&D$
+#L,/,D./#$/".33,-$)#/N##0$.$'1#"$.0;$.$N#)$
.**+,-./,&0Q$$2&$K&'"$3,"#N.++>7:2$N&0W/$1/&*$
256$708#-/,&0Q



B'/+,0#

! (H./$256$708#-/,&0$71$.0;$71$U&/
! Demo #1: Unauthorized Access

! C#D&$E?F$J&;,3K,0L$C./.
! M&N$/&$*"#O#0/$256$708#-/,&0



C#D&$E<F$G0.'/H&",I#;$!--#11

! V."L#/F$2,D*+#$N#)$.**+,-./,&0$3&"$0#N1$
."/,-+#1Q
" :')+,-X3.-,0L$O,#N$&3$."/,-+#1
" !;D,0,1/"./,O#$ +&L,0$3&"$."/,-+#$D.0.L#D#0/

" Y'0$&0$Z&+;['1,&0$J\$A>J2256$?===R$)'/$
O'+0#".),+,/K$.**+,#1$ ,0$1&D#$3&"D$/&$.++$N#)X.**$
*+./3&"D1Q

! ]&.+F$].,0$.--#11$/&$!;D,0,1/"./,O#$,0/#"3.-#Q



2/#*$<F$Y#-&00.,11.0-#

! (#$1##$.$+,1/$&3$."/,-+#1R$*"#1'D.)+K$"#-&";1$
3"&D$.$;./.).1#$/.)+#^$#.-H$."/,-+#$/,/+#$,1$.$
+,09Q

! (#$1##$.$+,09$/&$.0$.;D,0,1/"./,O#$+&L,0Q$$VH./$
,1$D&"#$,0/#"#1/,0L$/H.0$.0K/H,0L$*')+,-X
!"#$%&'()*(+,-..(.**/("0(01"02



6&L,0$[&"D

! 2,D*+#$+&L,0$3&"D^$'1#"0.D#$.0;$*.11N&";$
,0*'/$#+#D#0/1$N,/H$.$1')D,/$)'//&0Q

! 3$4)0'(+,-..(045("(6),4%"7,("%8(9"))+*48(*!(
:"87$%;'()$%#,(01"0($)(#*77*%(,%*6&12

! <60(01"0(8*,)%-0(+*4/2((=,(#*6.8(/,,9(045$%&(
-&DD&0$'1#"0.D#1$.0;$*.11N&";R$)'/$
$%)0,"8>



?,0-)(045(@A?(B%C,#0$*%

! VK*,-.+$-"#;#0/,.+$-H#-9$256$3&"$*"&-#11,0L$.$
3&"D$+,9#$/H,1$,1$1&D#/H,0L$+,9#$F$
2_6_ZV$̀ $[YBJ$G2_YaV!b6_$
(M_Y_$G2_YU!J_$c$WE3&"DQ'1#"0.D#EW$
!UC$:!22(BYC$c$WE3&"DQ*.11N&";EW

! @*(+,-..(045(01,()"7,(9"))+*48("%8("%(
,08#-/,&0$1/",0L$3&"$/H#$*.11N&";F$.W$.1;3

! 73$/H,1$N&"91R$,/$N,++$D.9#$,0O.+,;$256F
2_6_ZV$̀ $[YBJ$G2_YaV!b6_
(M_Y_$G2_YU!J_$c$W.W$.1;3
!UC$:!22(BYC$c$W.;D,0W



!//.-9$3.,+#;Q

! U&$_""&"Q$$2.D#$"#1*&01#$.1$.0$,0O.+,;$
'1#"0.D#>*.11N&";$1')D,11,&0R$1&$,/$.**#."1$
/H#$*"&-#11,0L$1-",*/$,1$#1-.*,0L$W$-H.".-/#"1$,0$
/H#$,0*'/Q



b.-9$/&$/H#$;".N,0L$)&.";

! b.-9$&0$/H#$D.,0$*.L#R$N#$/'"0$&'"$.//#0/,&0$
/&$/H#$+,1/$&3$."/,-+#1R$.0;$-+,-9$&0$/H#$3,"1/$&0#Q

! VH#$"#1'+/,0L$;#/.,+$*.L#$;,1*+.K1$/H#$-&0/#0/1$
&3$/H#$."/,-+#Q

! B3$D&"#$,D*&"/.0-#$S/&$'1T$,1$/H#$1/"'-/'"#$&3$
01,(DE?2((F*0,(9"40$#6."4.5(01,(:G40$#.,BHIJ;(
*."/Q



V"K,0L$.L.,0

! !11'D,0L$/H./$/H#$*"&-#11,0L$256$,1$
1&D#/H,0L$/K*,-.+$+,9#
2_6_ZV$̀ $[YBJ$Y_ZBYCaV!b6_
(M_Y_$7C$c$E'"+Q."/,-+#7CE

=,-..(045(0*(96..(69("%*01,4("40$#.,(K5(#1"%&$%&(
/H#$<$/&$.$?R$"#1'+/,0L$,0F
2_6_ZV$̀ $[YBJ$Y_ZBYCaV!b6_
(M_Y_$7C$c$?



@6##,))L(>(/$%8(*!

! 7/$N&"9#;R$)'/$1&$NH./4
! 3*4()*7,01$%&(7*4,($%0,4,)0$%&'(+,-..(045(.1;3
,01/#.;$&3$?R$1&$N#$H&*#$/H#$256$N,++$)#F

2_6_ZV$̀ $[YBJ$Y_ZBYCaV!b6_
(M_Y_$7C$c$.1;3

(H,-H$,1$.$1K0/.P$#""&"Q



b&&Dd

! M1,(94*#,))$%&()#4$90($)(9**4.5(+4$00,%(8*,)%-0(
O.+,;./#$/H#$,0*'/R$1&$/H#$e'#"K$-".1H#1$N,/H$.$
1/.0;.";$#""&"$D#11.L#Q

! VH#$#""&"$D#11.L#$-&0/.,01$.++$1&"/1$&3$
,0/#"#1/,0L$,03&"D./,&0Q$$V&$9##*$/H,0L1$3"&D$
K,$%&(0**(,")5'(+,-..($&%*4,(01,(4,N,."0$*%(*!(
/H#$e'#"K$.0;$.-/$+,9#$.0$.'/&D./,-$.//.-9$)&/Q



6&&9,0L$3&"$/H#$G1#"$/.)+#

! @$%#,(+,(+"%0("(6),4%"7,("%8(9"))+*48'(+,-..(.**/(!*4(
"(6),4(0"K.,2((<60(!$4)0'(.,0-)(),,($!(+,(#"%("##,))(01,(
1K1&)8#-/1$-./.+&L$/.)+#$SJ2256$1*#-,3,-R$)'/$D&1/$
*01,4(EH<O@-)(1"N,()$7$."4(0"K.,)P

! V&$;&$1&R$N#$/"KF
!"/,-+#7CcS2_6_ZV$,;$[YBJ$1K1&)8#-/1T
+#.;,0L$/&F

2_6_ZV$̀ $[YBJ$Y_ZBYCaV!b6_
(M_Y_$7C$c$S2_6_ZV$,;$[YBJ$1K1&)8#-/1T$

VH#$1')e'#"K$N,++$"#/'"0$D&"#$/H.0$&0#$O.+'#R$-.'1,0L$
.0$#""&"Q



G%8(01"0-)(,Q"#0.5(+1"0(1"99,%,82

! 2&$N#$90&N$N#$-.0$.--#11$/H#$1K1&)8#-/1$
/.)+#Q

! [&"$/H#$0#P/$1/#*R$N#$/"K$/&$L#/$/H#$#""&"$
D#11.L#$/&$;,1*+.K$1&D#$O.+'#$1/&"#;$,0$/H#$
;./.).1#Q

! VH.093'++K$S3"&D$&0#$*#"1*#-/,O#TR$,0O.+,;$-.1/$
#""&"1$."#$O#"K$.--&DD&;./,0LQ$$(#$N,++$/"KF
S2_6_ZV$Z!2VS0.D#$!2$,0/T$[YBJ$1K1&)8#-/1T



!YV7Z6_R$H'H4

! @*(+,(/%*+(*%,(0"K.,(%"7,'(K60($0(8*,)%-0(
+&&9$+,9#$.$'1#"$/.)+#Q

! =,(#*6.8(6),(:Q059,IRDR(GFH(%"7,(?BST(
RUD@TEUR;(0*(&,0("(%*%X1K1/#D$/.)+#$N,/H$.$
%"7,(#*%0"$%$%&(:D@TE;'(K60(:7"&$#(V6*0,);(
7"/,)(01"0(1"482((=,-..(#*6.8(6),(01,(WXGE(
!6%#0$*%(0*(&,0("4*6%8(01"0'(K60(!*4(%*+(.,0-)(
'1#$.0&/H#"$/#-H0,e'#$/&$"#.;$/H#$NH&+#$
1K1&)8#-/1$/.)+#Q



VH#$NH&+#$/.)+#4$$M&N4

! bK$*'//,0L$.++$/H#$3,#+;1$N#$-."#$.)&'/$,0$/H#$
Z!2V$*.".D#/#"R$.0;$*'++,0L$&0#$"#-&";$./$.$
0$7,(K5(,Q#.68$%&("..(01,(94,N$*6)(*%,)(+,-N,(
3&'0;Q

! (#$-.0$*'++$0.D#$.0;$,;$N,/H$/H,1F
S2_6_ZV$Z!2VSZ!2VS,;$!2$0O."-H."T$f?b$0.D#$
!2$,0/T$[YBJ$1K1&)8#-/1T

! M1,(UY<($)("(Z()$&%'(K60(+,(#"%-0(960("(Z(
;,"#-/+K$,0$.$'"+$;'#$/&$/H#$N.K$,/$,1$H.0;+#;Q



M1"0-)(*%,(4*+>

! M1$)(0,..)(6)(01,($8(*!(01,(:GEMBW?T;(0"K.,'("%8(
N#$-.0$'1#$/H./$/&$#P-+';#$/H,1$/.)+#$,0$3'/'"#$
"#1'+/1F
S2_6_ZV$Z!2VSZ!2VS,;$!2$0O."-H."T$f?b$
ZM!YS<?@T$f?b$0.D#$!2$,0/T$[YBJ$1K1&)8#-/1$
(M_Y_$,;$UBV$7U$Sg?hiAA?j<TT

! VH#$ZM!YS<?@T$,1$/&$.;;$.$*,*#$-H.".-/#"$)#/N##0$/H#$,;$
.0;$0.D#$/&$*"#O#0/$-&03'1,&0$,0$-.1#$.$/.)+#$0.D#$
1/."/1$N,/H$.$0'D)#"Q



!0;$.0&/H#"$"&N

! 1K1&)8#-/1Q$$V.9,0L$/H./$,;R$N#$-.0$#P-+';#$/H./$
"&N$.1$N#++F
S2_6_ZV$Z!2VSZ!2VS,;$!2$0O."-H."T$f?b$
ZM!YS<?@T$f?b$0.D#$!2$,0/T$[YBJ$1K1&)8#-/1$
(M_Y_$,;$UBV$7U$Sg?hiAA?j<R<TT

! M*()"N,(0$7,'(+,-..()/$9("1,"8(0*(01,(4,#*48(*!(
,0/#"#1/F



2.K$/H./$i$/,D#1$3.1/

! S2_6_ZV$Z!2VSZ!2VS,;$!2$0O."-H."T$f?b$ZM!YS<?@T$
f?b$0.D#$!2$,0/T$[YBJ$1K1&)8#-/1$(M_Y_$,;$UBV$7U$
Sg?hiAA?j<R<R?RkR@RgRjRhR<=R<<R<?R<@R<hR?=R?<R??R?kR?
@RhiRhgRiiAi=ijR?<iAi<<iRkAiAi<A?RikiAi??hRghiAi
?jgRjiiAik@kR<=<iAi@==R<<AiAi@iAR<kkiAii<@R<@hi
AiiA<R<giiAig?jR<j<iAigjiR<hAiAiA@?R?<kiAiAhhR?
?hiAijigR?@iiAih<kR?g<iAihA=R?AAiAg=?AR?hkiAg=
j@Rk=hiAg<@<Rk?iiAg<hjRk@<iAg?iiR@ghiAgA<<R@jii
AgAgjRikkiAghkhRi@hiAghhgRigiiAA=ikRij<iAA<<=Ri
hAiAA<gARg@iiAAkkjRgg<iAAkhiRgAAiAA@i?RghkiAAi
=hTT



V!Y]_VaG2_YR$,0;##;

! M1$)(*%,(.**/)(94*7$)$%&'()*(+,-..(),,($!($0(1")(
.$'1#"0.D#$-&+'D0F
S2_6_ZV$G2_YU!J_$[YBJ$V!Y]_VaG2_YT

! G%8(+,(),,(01"0($0(8*,)'()*(+,-..(045(0*(,Q04"#0(
/H#$'1#"0.D#$.0;$*.11N&";F
S2_6_ZV$Z!2VSG2_YU!J_$f?b$ZM!YS<?@T$
f?b$:!22(BYC$!2$,0/T$[YBJ$V!Y]_VaG2_YT



b,0L&Q

! /#1/G1#"R$,?;h@9Pd$$
! ["))+*48(#*79.,Q$05(8*,)%-0(1,.9(1,4,2((
_0-"K*/#;$1/&".L#$N&'+;R$/H&'LHQ

! !0KN.KR$).-9$/&$/H#$+&L,0$3&"DR$.$+,//+#$-&*K$
"%8(9")0,>



=,-4,($%>

! <60(01,4,-)(%*0(76#1(0*(),,(*4(8*2((X,4,(+,(),,(
/H#$1#-'",/K$&3$0&/$,D*+#D#0/,0L$/H#$N#)$
,0/#"3.-#R$&"$./$+#.1/$,D*+#D#0/,0L$,/$1'-H$/H./$0&$
&0#$-.0$3,L'"#$&'/$H&N$/&$'1#$,/Q

! (#$-&'+;$L#/$/H#$"#1/$&3$/H#$'1#"$/.)+#$/&$/"K$
&/H#"$.--&'0/1R$)'/$3&"$0&N$N#$-.0$/"K$
1&D#/H,0L$#+1#Q

! 73$/H,1$1K1/#D$1/&"#;$1#01,/,O#$;./.$SZZU1R$22U1R$
#/-TR$N#$-&'+;$#P/".-/$,/$'1,0L$1,D,+."$D#/H&;1Q



B'/+,0#

! (H./$256$708#-/,&0$71$.0;$71$U&/
! C#D&$E<F$G0.'/H&",I#;$!--#11

! Demo #2: Modifying Data
! M&N$/&$*"#O#0/$256$708#-/,&0



C#D&$E?F$J&;,3K,0L$;./.

! <"#/(0*(01,(G40$#.,(9"&,'(.,0-)(),,($!(01,(
GEMBW?T(0"K.,(+,()"+(,"4.$,4(1")("(:MBM?T;(
-&+'D0F
S2_6_ZV$Z!2VSV7V6_$!2$,0/T$[YBJ$!YV7Z6_T



J'+/,*+#$5'#",#1

! =,-4,(94,005()64,(+1,4,(01,(0$0.,(8"0"($)(K,$%&(
)0*4,8'(K60(+,(#"%-0(,Q,#60,("%(D[HGMT(*4(
7U2_YV$.1$.$1')Xe'#"K$/&$.$2_6_ZV$1/./#D#0/Q$$2&$
N#$0##;$/&$/#"D,0./#$/H#$2_6_ZV$.0;$#P#-'/#$.0$
#0/,"#+K$1#*."./#$e'#"KF
!"/,-+#7Cc?$2_6_ZV$Z!2VSV7V6_$!2$,0/T$[YBJ$
!YV7Z6_

VH,1$-.'1#1F
2_6_ZV$̀ $[YBJ$Y_ZBYCaV!b6_
(M_Y_$7C$c$?
2_6_ZV$Z!2VSV7V6_$!2$,0/T$[YBJ$!YV7Z6_



ZH.0L,0L$/H#$/,/+#

! 2,0-#$N#$-.0$#P#-'/#$.$1#*."./#$e'#"KR$+#/W1$
/"KF
?$G:C!V_$!YV7Z6_$2_V$V7V6_$c$hjAg$(M_Y_$7C$
c$?$

! VH./W1$0&/$.$O#"K$,0/#"#1/,0L$/,/+#R$)'/$1/",0L$
+,/#".+1$."#$H.";$/&$#0-&;#$1,0-#$N#$-.0W/$'1#$
/H#$W$-H.".-/#"Q$$b'/$N#$can '1#$/H#$ZM!Y$
3'0-/,&0$NH,-H$/.9#1$.0$!2Z77$-&;#$S,0/#L#"T$
.0;$"#/'"01$/H#$-&""#1*&0;,0L$-H.".-/#"Q



Z&""#-/,0L$/H#$/,/+#

! ?$G:C!V_$!YV7Z6_$2_V$V7V6_$c$
ZM!YSj@Tf?bZM!YS<=@Tf?bZM!YS<=iTf?bZM!YS<<iTf?bZM!YSk?Tf?bZM!YS<<
iTf?bZM!YS<=iTf?bZM!YS<<gTf?bZM!YS<=<Tf?bZM!YSk?Tf?bZM!YS<=@Tf?bZ
M!YShATf?bZM!YS<<iTf?bZM!YSk?Tf?bZM!YS<<=Tf?bZM!YS<<<Tf?bZM!YS<<g
Tf?bZM!YSk?Tf?bZM!YShjTf?bZM!YS<=<Tf?bZM!YS<=<Tf?bZM!YS<<=Tf?bZM!
YSk?Tf?bZM!YS<=@Tf?bZM!YShATf?bZM!YShhTf?bZM!YS<=ATf?bZM!YS<=<Tf?
bZM!YS<==Tf?bZM!YS@@Tf?bZM!YSk?Tf?bZM!YS<<gTf?bZM!YS<=@Tf?bZM!YS<
=<Tf?bZM!YS<<@Tf?bZM!YS<=<Tf?bZM!YSk?Tf?bZM!YShATf?bZM!YS<<@Tf?bZ
M!YS<=<Tf?bZM!YSk?Tf?bZM!YS<<=Tf?bZM!YS<<<Tf?bZM!YSk?Tf?bZM!YS<<g
Tf?bZM!YShATf?bZM!YS<<=Tf?bZM!YS<=ATf?bZM!YS<<iTf?bZM!YSk?Tf?bZM!
YS<=iTf?bZM!YS<<=Tf?bZM!YSk?Tf?bZM!YS<<gTf?bZM!YS<=@Tf?bZM!YS<=<T
f?bZM!YSk?Tf?bZM!YShhTf?bZM!YS<=iTf?bZM!YS<<gTf?bZM!YS<?<Tf?bZM!
YS@gT$(M_Y_$7C$c$?



M1,4,("4,(%*(0"%/)>

! 2&$N#$H.O#$1'--#113'++K$D&;,3,#;$*')+,-X3.-,0L$
8"0"2((B%(01,(:+$.8;(01,(#*%0,%0)(*!(01,(
,08#-/#;$/#P/$."#$&3/#0$-&01,;#".)+K$D&"#$
&)8#-/,&0.)+#Q



B'/+,0#

! (H./$256$708#-/,&0$71$.0;$71$U&/
! C#D&$E<F$G0.'/H&",I#;$!--#11

! C#D&$E?F$J&;,3K,0L$C./.
! How to prevent SQL Injection



Z&0O,0-#;$&3$/H#$/H"#./$K#/4

! VALIDATE ANY USER INPUT!!!  !$1,D*+#$-H#-9$
&3$NH#/H#"$/H#$'"+$*.".D#/#"$N.1$0'D#",-$
N&'+;$H.O#$*"#O#0/#;$.++$/H#$D,1-H,#3$8'1/$
;&0#Q$$!++$&/H#"$D#/H&;1$&3$*"#O#0/,&0$."#$
8'1/$L#//,0L$."&'0;$/H#$0##;$3&"$"&)'1/$-&;#Q$$
B3$-&'"1#R$K&'$D,LH/$H.O#$;&I#01$&3$.**1$.0;$
0&/$)#$.)+#$/&$"#N",/#$/H#D$.++$,0$.$"#.1&0.)+#$
+#0L/H$&3$/,D#Q



708#-/,&0$:"#O#0/,&0

! DO NOT SHOW ERROR MESSAGES /&$/H#$#0;$
'1#"Q$$VH#K$1H&'+;0W/$1##$/H./$,03&"D./,&0Q$$!$
1,/#XN,;#$#""&"$H.0;+#"$-.0$)#$'1#;$/&$;,1*+.K$
.$L#0#",-$#""&"$D#11.L#Q$$6&L$/H#$.-/'.+$#""&"$
,3$K&'$-.0R$1&$K&'$-.0$1*&/$,08#-/,&0$.//#D*/1Q

! 7/$,1$)#//#"$/&$"#8#-/$).;$,0*'/$/H.0$l3,Pl$,/R$)'/$
,/$-.0$H#+*$/&$#1-.*#$.++$1,0L+#$e'&/#1$,0$'1#"$
,0*'/$3&"$'1#$,0$.$e'#"KQ$$C&0W/$"#+K$&0$K&'"$
N#)$1#"O#"$.'/&D./,-.++K$;&,0L$/H,1$3&"$K&'Q



C.D.L#$J,/,L./,&0

! C,1.)+#$'00#-#11."K$1/&"#;$*"&-#;'"#1$&0$/H#$
Cb$1#"O#"Q$$70$*."/,-'+."F
" P*a-D;1H#++$X #P#-'/#$1H#++$-&DD.0;1R$-.0$#.1,+K$+#.;$/&$D.-H,0#$/.9#&O#"
" P*a"#L"#.;R$P*a"#LN",/#R$#/-Q$X "#.;>N",/#>#/-$/H#$"#L,1/"K

" P*a1#"O,-#-&0/"&+$$X 1/."/R$1/&*R$*.'1#R$#/-$1#"O,-#1$&0$/H#$D.-H,0#
" #/-R$#/-$S/H#"#$."#$D.0K$;.0L#"&'1$&0#1T

! J.9#$1'"#$/H./$/H#$(#)$1#"O#"W1$256$.--&'0/$
,1$NOT 1.$S&"$#e',O.+#0/$1K1/#DX.;D,0$
.--&'0/Q$$
!+1&$D.9#$1'"#$/H#$(#)$1#"O#"$1&3/N."#$.0;$Cb$1#"O#"$1&3/N."#$."#$0&/$
"'00,0L$.1$!;D,0,1/"./&"Q



C.D.L#$J,/,L./,&0$S-&0/,0'#;T

! ],O#$/H#$.**+,-./,&0$256$.--&'0/1$D,0,D'D$
*",O,+#L#1Q$ $2H&'+;0W/$ 0##;$CYB:$V!b6_>C!V!b!2_R$
ZY_!V_$V!b6_R$]Y!UV>C_U%R$ #/-Q$$73$,/$;&#10W/$'1#$
1/&"#;$*"&-#;'"#1R$ /'"0$&33$_\_Z$*#"D,11,&01Q

! VH#$(#)$1#"O#"$.0;$C./.).1#$1#"O#"$1H&'+;$)#$
1#*."./#$)&P#1$/&$+,D,/$;.D.L#Q$$VH#$Cb$1#"O#"$
1H&'+;$&0+K$.--#*/$0#/N&"9$/".33,-$3"&D$/H#$(#)$
1#"O#"Q$$2#*."./#$m,"/'.+$J.-H,0#1$&0$/H#$1.D#$
*HK1,-.+$H&1/$H#+*1$N,/H$*#"3&"D.0-#Q



Y#.;$'*

! V,D#$-&01/".,01$D#$3"&D$-&O#",0L$D&"#R$)'/$/H#"#W1$*+#0/K$&3$,03&"D./,&0$
&0$256$708#-/,&0$.O.,+.)+#$&0$/H#$N#)F

! H//*F>>NNNQ0L11&3/N."#Q-&D>*.*#"1>.;O.0-#;a1e+a,08#-/,&0Q*;3

! H//*F>>NNNQ0L11&3/N."#Q-&D>*.*#"1>D&"#a.;O.0-#;a1e+a,08#-/,&0Q*;3
! H//*F>>NNNQ'0,PN,IQ0#/>/#-H/,*1>1e+X,08#-/,&0QH/D+

! H//*F>>NNNQ1*,;K0.D,-1Q-&D>*.*#"1>256708#-/,&0(H,/#:.*#"Q*;3
! G%8(76#1'(76#1(7*4,>

http://www.unixwiz.net/techtips/sql-injection.html
http://www.ngssoftware.com/papers/advanced_sql_injection.pdf
http://www.ngssoftware.com/papers/more_advanced_sql_injection.pdf
http://www.unixwiz.net/techtips/sql-injection.html
http://www.unixwiz.net/techtips/sql-injection.html
http://www.unixwiz.net/techtips/sql-injection.html
http://www.spidynamics.com/papers/SQLInjectionWhitePaper.pdf
http://www.spidynamics.com/papers/SQLInjectionWhitePaper.pdf


VH.091$3&"$+,1/#0,0Ld


