HR751:  GEORGIAFIRST MODEL SECURITY UPDATE


Introduction

The objective of this document is to provide an overview of GeogriaFIRST model security, highlight the changes that have occurred to GeorgiaFIRST model security as a result of the upgrade to PeopleSoft HRMS 7.51 and to provide a guideline for institutions to reestablish their operators. 
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While the three types of application security work together to secure the PeopleSoft applications, Application, Reporting, and Object security are independent from one another.  For example, if a user has been granted access to an online panel, the same user cannot generate a query against the records that support that online panel.  The user must be granted Query security access separate from Application security.  Furthermore, each type of reporting security is independent of the other.  For example, if a user has been granted the access to run a Query, the same user cannot run a SQR report unless they have been given access to the proper panels.

The Security Administrator will use a combination of these three security types to ensure full PeopleSoft security.

GeorgiaFIRST Model Security

Application Security

Operator and Operator Class Security

An Operator is a user authorized to access some part of the PeopleSoft online system.  An Operator Class is a set of security authorizations that can be shared by multiple Operators.  The GeorgiaFIRST model is based on a set of pre-defined Operator Classes and making each user a member of one or more these classes, so that the number of security profiles is kept to a minimum. 

· ** Important ** In order to more closely comply with the state auditing requirements, the following security initiatives are being implemented:

1. Generic operators that are delivered with the HRMS751 upgrade will be reset to match the GeorgiaFIRST security model with each BOR Release.

2. The generic operators (“SUPER” and “RO_SUPER”) that were delivered with the HR702 implementation will be deleted from your database with each BOR release.

3. Any operator other than the reserved oprid “PS” assigned to the “ALLPANLS” class of operators will be deleted with each BOR release. 

4. Any operator other than the reserved oprid “SUPPORT” assigned to the “M_SUPPRT” class of operators will be deleted during the upgrade process.

· Operator and Operator Class security is defined using PeopleTools, Security Administrator (Go(PeopleTools(Security Administrator).


· A listing of the menus and panels that make up each class can be obtained via Security Administrator=>File=>Print.
The GeorgiaFIRST model will be delivered with the following Operators:

	Operator
	Class of Operators
	Description/Comments

	PS
	ALLPANLS
	Used by BOR technical support to complete tasks such as the migration of database objects during an update, upgrade or patch.  The generic operator PS has a unique password for each institution.


	SUPPORT
	M_SPTOOL

M_BASE
	Used by BOR production support to complete tasks such as assisting the end user in resolving trouble tickets that have been logged with the OIIT Customer Services Helpdesk.  The Security Administrator menu item has been added with “Read-Only” access. The Security Administrator at each institution is responsible for maintaining access to this operator.  If Production Support needs access, they should contact an authorized Support Contact or the Security Administrator at the institution to obtain the password.  Do not distribute this operator to your end users.

 

	SECADM
	M_SECADM
	Created to handle all of the security administration functions for the institutions.  It is recommend that the Security Administrator use this operator exclusively for security administration.  If additional menus are needed to fulfill other functional roles, a separate operator for that purpose should be created.



	PSUNIX
	N/A
	The operator PSUNIX is used exclusively for controlling the Process Scheduler and Application Server.  There are no operator classes linked, individual menu items or other attributes associated with this operator, except for the following: The option “Allowed to start application server” is turned on.




· Do not modify or delete the above operators!
The GeorgiaFIRST model will be delivered with the following Operator Classes:

Note: The Operator Classes that begin with RO are “Read Only, ” which means that users in these classes cannot update an employee’s data when a security lockout is in affect.

	Operator Class
	Basic Functionality

	M_HRFND

(HR Foundation Tables)


	· Maintain critical Human Resources general data such as companies, work locations, and system specifications

· Ability to report or query on related information



	RO_HRFND

(Read Only: HR Foundation Tables)
	· Ability to view critical Human Resources general data such as companies, work locations, and system specifications

· Ability to report or query on related information




	M_HRGRP

(HR Group)


	· Enter and maintain new employee data

· Inquire on personnel and job data

· Generate government-required reports

· Perform processes that center around HR

· Ability to report or query on related information

	RO_HRGRP

(Read Only: HR Group)


	· View new employee data

· Inquire on personnel and job data

· Generate government-required reports

· Ability to report or query on related information



	M_ESTPS

(Establish Positions)


	· Enter, inquire and report on data relating to positions

· Ability to query on related information



	RO_ESTPS

(Read Only: Establish Positions)


	· Inquire and report on data relating to positions

· Ability to query on related information



	M_BUDGT

(Budget Group)


	· Provides access to the menus and panels necessary to perform the Budget/Encumbrance process

· Ability to report or query on related information



	RO_BUDGT

(Read Only: Budget Group)


	· Provides read-only access to the menus and panels necessary to perform the Budget/Encumbrance process

· Provides full inquiry and reporting access

· Ability to query on related information




	Operator Class
	Basic Functionality


	SUPER_HR

(HR Supervisor)
	· Designed for the HR Supervisor who needs full access to the menus and panels that govern the HR processes

· A combination of the following Operator Classes: HR Foundation Tables, HR Group, Establish Positions, and Budget Group with full access



	M_BNFND

(Benefit Foundation Tables)


	· Maintain critical Benefits data that drive the Benefits application, such as the Benefit Plan Table, Coverage Codes, and FSA Benefits Table

· COBRA Administration

· Ability to inquire, report or query on related information



	RO_BNFND

(Read Only: Benefit Foundation Tables)


	· Ability to view critical Benefits data that drives the Benefits application, such as the Benefit Plan Table, Coverage Codes, and FSA Benefits Table

· Ability to view COBRA Administration setup

· Ability to inquire, report or query on related information



	M_BNGRP

(Benefits Group)


	· Administration of Base Benefits such as Disability, FSA, Health, Leave, Life and AD/D, and Retirement

· Perform inquiries

· Generate related reports

· Perform processes that center around Benefits

· Benefits Billing Administration

· FMLA Administration

· Processes surrounding Benefits Encumbrance projections



	RO_BNGRP

(Read Only: Benefits Group)


	· Ability to view data involving Base Benefits such as Disability, FSA, Health, Leave, Life and AD/D, and Retirement

· Perform inquiries

· Generate related reports

· Ability to view Benefits Billing Administration

· Ability to view FMLA Administration



	SUPER_BN

(Benefits Supervisor)
	· Designed for the Benefits Supervisor who needs full access to the menus and panels that govern the Benefits processes

· A combination of the following Operator Classes: Benefit Foundation Tables and Benefits Group with full access




	Operator Class
	Basic Functionality

	M_PYFND

(Payroll Foundation Tables)
	· Maintain critical Payroll general data that drives the Payroll application such as tax reporting, tax tables, pay calendar creation, account code table, and bank table

· Ability to inquire, report, or query on related information



	M_PYMNT

(Payroll Maintenance)
	· Insures the accuracy of employee payroll data such as tax data, deductions, and direct deposits

· Makes adjustments to balances such as YTD, deductions, or earnings

· Inquire and report on payroll data

· Process W4’s and W5’s

· Ability to report or query on related information



	M_PYPRC

(Payroll Processing)
	· Performs tasks related to the generation of payroll checks

· Ability to create paysheets and online checks

· Ability to perform pay calculations and pay confirmations

· Ability to lock the system during payroll processing

· Ability to report or query on related information

	M_GARN

(Garnishments)
	· Establish and assign garnishments to personnel

· Adjust related balances

· Ability to report or query on related information



	M_TIMKP

(Time Keeping)
	· Performs time entry function for payroll, sharing the majority of these tasks with Payroll Processing

· Performs biweekly/monthly time entry, edits, and updates

· Ability for time sheet creation and time entry exception reporting

· Ability to report or query on related information



	M_UNPAY

(UnPay Group)
	· Performs the deletion of balances, pay unconfirms and pay unsheets

· Ability to query on related information



	SUPER_PY

(PY Super)
	· Designed for the Payroll Supervisor who needs full access to the menus and panels that govern the Payroll processes

· A combination of the following Operator Classes: Payroll Foundation Tables, Payroll Maintenance, Payroll Processing, Garnishments, Time Keeping, and UnPay Group with full access



	M_ACCTG

(Accounting Group)
	· Run payroll check reconciliation

· Ability to report on related information




	Operator Class
	Basic Functionality

	M_BASE

(Formally, GA1_BASE)
	· Designed for the individual who needs full functional access to all of the menus, panels, interfaces, and reports that make up GeorgiaFIRST model.

Note: This class does not have access to Security Administration tools.



	RO_BASE

(Formally, GA1_RO)


	· Designed for the individual who needs “Read-Only” functional access to the menus, panels and reports that make up GeorgiaFIRST model.

Note: This class does not have access to Security Administration tools.



	M_SECADM

(Security Administration)


	· Exclusive, rights to perform all tasks related to administrating security for the PeopleSoft application

· Ability to report or query on related information

Note: These panels are not found in any of the other delivered classes, including M_BASE.



	M_SPTOOL

(Support Group)
	· Designed for BOR support personnel

· Consists of additional menus and rights to menus, panels and tools needed for supporting the application such as Tracing, which assists in troubleshooting issues related to SQL.

Note: “Read Only” access to the Security Administration tool is included.


We recommend that you start with the model Operator Classes as delivered.  If you find that modifications are necessary, we recommend that you copy the model class, make the modifications, and then assign a new name to the copy, or create an entirely new class.

Note: As development continues and future updates are added to the system, security will have to be added to the delivered model.  As part of the update process, security changes are added to the model Operator Classes.  If you are using the model Operator Classes as delivered, the necessary changes will be implemented for you with each BOR release.  Any modifications to security are documented and supplied as part of the update process.

You are free to create new Operator Classes, but you should be sure to track what you create.

Row Level Security

Other terms for Row Level security are “Employee Data” or “Organizational” security.  It is based on organizational units within your institution, typically departments as is implemented in the GeorgiaFIRST model.  By granting a user access to a department, you grant them access to the employee data in that department. 

· Row Level security is defined using the Maintain Data Security menu item (Go(Define Business Rules(Administer Hr System(Use(Maintain Data Security).

Field Level Security

· Field Level security, which restricts user access to specific data fields via PeopleCode is not being implemented at this time

Reporting Security

In addition to the delivered PeopleSoft reports, users will have the ability to create and run adhoc reports online.  There are three tools that users can use to generate reports: Query, PS/nVision, and Crystal Reports for PeopleSoft.  The three reporting types of security, which are Query, PS/nVision and SQR, govern the information that users will be able access via the PeopleSoft Reporting tools.

Note: Each reporting type has security that is independent of each other, and independent of the Application security.

1. Query Security

Query security restricts a user’s ability to query the tables in your database using PeopleTools, Query.

· Query security is defined through PeopleTools, Utilities (Go(PeopleTools(Utilities(Use(Query Security).

For the model, all Operator Classes have been:

1. Given access to the PeopleTools, Query panel.

2. Given Query security to run/create both public and private queries.

3. Assigned to the PeopleSoft delivered query trees plus one customized query tree (QRY_TREE_BOR) that contains all BOR modified records.

As development continues and future updates are added to the system, security will have to be added to the delivered model.  As part of that update process, security changes will be added to the model query trees.  If you are using the model query trees as delivered, the necessary changes will be done for you when the model is updated.  If you have added new query trees that are specific to your institution, you will have a working example of how you will need to setup your changes to these institution-specific query trees.  Any changes to model security will be documented and supplied as part of the update.

4. Given access only to Access Groups that relate to their functionality.

Note: Row Level security is based on the Departmental Security Tree and works with Query the same way it does with online transactions.

2. PS/nVision Security

The BOR PS/nVision reports (1) BOR – Hartford and (2) BOR – Annual Budget have been deleted from the GeorgiaFIRST model.  Since PS/nVision is no longer a part of the model, access to the PS/nVision menu and panels have been removed.

3. SQR Security

SQR security, which restricts a user’s ability to run SQR’s (Structured Query Reports) is established through two PeopleTools: (1) Process Scheduler (Go(PeopleTools(Process Scheduler), and (2) Security Administrator (Go(PeopleTools(Security Administrator).  Process Scheduler establishes a means to access the SQR report by linking the report to a panel group and a security group through the use of a process definition.  Security Administrator then is used to provide access to the menu that the panel group is associated with and to grant access to the SQR through the process group.

· For the model, users have been given access to the SQR reports that relate to their functional area through PeopleTools, Security Administrator.

Object Security

In the GeorgiaFIRST model, Object Security is used to protect queries and related objects (query trees and access groups) that are the basis for the Board of Regents created reports and the PeopleSoft-delivered reports.  The two delivered object groups are BOR and PS_DLVD.
  

Note:  Queries secured with object security cannot be run using the following navigational path: Go=>PeopleTools=>Query.   However, they can be run using the following navigational path: View(Navigator Display(Query.  (Hint: right-click on the query to choose the type of output that you want to produce.) 


· Object security is established using the Object Security tool, which can be found at Go(PeopleTools(Object Security.

What is new for the Security Administrator?

The majority of the navigational paths, menu items, processes and procedures are the same as they were in HRMS 7.02.  Therefore, the security administrator can continue to use the End User Training Manual they received during the Security Administration training class as a guideline to performing their role.  The following section will outline any changes or new processes.  Additionally, this document can and should be used as a supplement to the HRMS 7.02 Security Administration End User Training Manual.

	Old:
	Go ( Administer Security ( Setup ( Security—Department Table

	New:
	Go ( Define Business Rules ( Administer HR System ( Use ( Maintain Data Security
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	Old:
	Go ( BOR Interfaces and Reports ( Process ( Define Operator Class Switch

Go ( BOR Interfaces and Reports ( Process ( Process Operator Class Switch

	New:
	Go ( BOR Payroll ( Process ( Define Operator Class Switch

Go ( BOR Payroll ( Process ( Process Operator Class Switch


	New:
	Go ( Define Business Rules ( Define General Options ( Setup ( Operator Preferences
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Note: The DEFAULT operator is set during the upgrade process.  You should not need to modify this panel.   Any modifications made to this panel will affect the default values for your operators.   These defaults are used for all new operators by the App Engine process below.


	New:
	Go ( Define Business Rules ( Define General Options ( Process ( Update HR Operator Preferences

	· Note:  This is an Application Engine process and will be run on the PSUNX Server.   
· This process creates a row in OPR_DEF_TBL_HR for every operator and class defined in Operator Security.  If a class has already been defined in OPR_DEF_TBL_HR, then the default from that class will be entered for operators in that class.  Otherwise, the default specified in the DEFAULT row will be used.

· This process must be run each time a new operator is added to the system.


	New:
	Go ( PeopleTools ( Utilities ( Use ( TableSet ID

	
· Note:  This panel is Read Only and is available only to provide information.   The values are set during the upgrade process.


	New:
	Go ( PeopleTools ( Utilities ( Use ( Record Group

	
· Note:  This panel is Read Only and is available only to provide information.  The values are set during the upgrade process.


	New:
	Go ( PeopleTools ( Utilities ( Use ( TableSet Control ( TableSet Record Group Contrls

	· Note:  This panel is Read Only and is available only to provide information.  The values are set during the upgrade process.

	Old:
	Go ( PeopleTools ( Utilities ( Use ( Query Security ( Query Profile

Go ( PeopleTools ( Utilities ( Use ( Query Security ( Access Groups

OR

Go ( Administer Security ( Setup ( Query Security ( Query Profile

Go ( Administer Security ( Setup ( Query Security ( Access Groups

	New:
	Go ( PeopleTools ( Utilities ( Use ( Query Security ( Query Profile

Go ( PeopleTools ( Utilities ( Use ( Query Security ( Access Groups


Post HRMS751 Upgrade Security Administration Tasks

	Notes:
	· ** Important ** In order to more closely comply with the state auditing requirements, the following security initiatives are being implemented:

1. Generic operators that are delivered with the HRMS751 upgrade will be reset to match the GeorgiaFIRST security model with each BOR Release.

2. The generic operators (“SUPER” and “RO_SUPER”) that were delivered with the HR702 implementation will be deleted from your database with each BOR release.

3. Any operator other than the reserved oprid “PS” assigned to the “ALLPANLS” class of operators will be deleted with each BOR release. 

4. Any operator other than the reserved oprid “SUPPORT” assigned to the “M_SUPPRT” class of operators will be deleted during the upgrade process.

· Be sure to use your HR702 Security Administration End User Training manual as a reference, if needed.

· The following HR702 classes of operators are not a part of the HR751 model:

1. GA1_BASE

2. GA1_RO

3. M_SUPPRT

4. M_FIS

· The upgrade process does not modify the current passwords for institution operators.

· In order to assist the local security administrator in reviewing and updating their local oprids as quickly as possible, during the upgrade the following processes will occur:

1. All oprids currently linked to the GA1_BASE class of operators will be linked to its replacement class: M_BASE.

2. All oprids currently linked to the GA1_RO class of operators will be linked to its replacement class: RO_BASE.


	Task 1
	Validate that you can sign on using the following Security Administrator operator:  SECADM

	Task 2
	Check the setup of each of your local operators.  Primarily, you will want to verify that the classes that are linked to your operators provide the necessary functionality for them to perform their job responsibilities.  You should pay particular attention to any operators that were linked with the GA1BASE, GA1_RO, M_FIS or custom classes.

· Any operators that were previously linked to the M_FIS class will either 

· Have a blank row in the CLASS view found in the Security Administrator tool.  This row will need to be deleted via Security Administrator. (If you have any problems with this operator, delete the operator and recreate it.)

· If M_FIS was flagged as their primary class in HR702, then the operator will not be able to be accessed via the Security Administrator tool in HR751.  Additionally, the operator will not be able to signon to the application.  You will have to delete the operator and recreate it.

· Do you have a custom class?  If so, you will need to perform the following:

1. Print out the security definitions for the custom class. (GO=>PeopleTools=>Security Administrator=>File=>Print)

2. Delete the class.  Recommend because this action eliminates any carry over data from the HR702 security definition.  It is cleaner and there are less chances of a security issue surfacing.  However, you can go into the menu items view and edit the menus and panels.  The caveat is that some hr702 menu bars may still be present and need to be deleted.

3.  Recreate the class.  If the custom class is based off of a model class, you can open up the model class and perform a File=>Save As.  Then modify accordingly.  

NOTE:  Recommend that you use the same name as the class had before.  If you do, the prior setting for the other security components will already be set up---Departmental, Query, Object Security.  However, be sure to verify this fact.  If a new name is used be sure to remember to set up the additional security components.

4. Print out the new security definition for the custom class for future reference.
5. Assign the new class to the appropriate operators.

	Task 3
	Run the Update HR Operator Preferences process. 

Go ( Define Business Rules ( Define General Options ( Process ( Update HR Operator Preferences

	Task 4
	Request that all of your operators signon to the HRMS751 PeopleSoft Application for validation and report back any issues to you for resolution or to facilitate with OIIT for a resolution.


Note: The HRMS751 upgrade process does not affect your operator’s passwords; therefore, they will be able signon using their old passwords.


Normally, this would be unchecked unless you needed to make a change.





SetID--This will be populated during the upgrade with your institution code (company) plus two 00 (###00).  For example:  99000








This will be populated during the upgrade with your institution code (company) plus two 00 (###00).  For example:  99000
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