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Agenda 

 Wimba Ground Rules 

 Review Objectives 

 Security Terminology 

 Security Requirements for viewing certain types of data 

 Creating & Maintaining User Accounts 

 Locating Security Information 

 Commitment Control Security 

 Q & A 

 

Wimba Ground Rules 

 Use the chat box to submit questions 

 Submit questions to “Main Room” 

 We may hold some questions to the end of the session 

 

Objectives 

 Identify the differences between a Role and a Permission List, and how they are tied to User IDs 

 Identify the requirements for viewing Sensitive Data 

 Review the differences in roles for Queries and Reports 

 Review the queries and reports available for Security 

 Define the “Alternate User” function on the Workflow tab 

 Identify the different ways to create and maintain user accounts 

 Review the steps to handle account lockouts and expired passwords 

 Define the steps involved around Commitment Control Security  
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Security Terminology

• Security Definition: a collection of related 
security attributes created using PeopleTools
Security. The three main PS Security definition 
types are:

– User Profiles

– Roles

– Permission Lists
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Security Terminology

User Profile

Role #1 Role #2
Permission List –
Process Profile

Permission 
List A

Permission 
List B

Key = 
User ID

Role #3

Permission 
List C
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User Profile

• A security definition that represents one 
PeopleSoft user

• Each user has an individual user profile, which 
in turn is linked to one or more roles

• Each role can contain one or more permission 
lists, which ultimately control what a user can 
access

 
 

© 2010 Board of Regents of the University System of Georgia.  All Rights Reserved.

GeorgiaFIRSTWimba Training Series

9

Role

• Roles are the intermediate objects that link 
user profiles to permission lists

• Can assign multiple roles to a user profile, and 
roles can contain multiple permissions
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Permission List

• Groups of authorizations assigned to roles

• Store sign-in times, page access, PeopleTool
access, etc.

• May contain one or more types of permissions

• A user profile inherits most of its permissions 
through roles

– Apply some permission lists (process profile, row-
level security) directly to user profile
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User ID

• User ID is what is entered in the sign-in dialog 
box

• Each PeopleSoft User needs a User ID and 
password

– Combination grants users access to system

• User ID is the key used to identify the User 
Profile definition

 
 

  



 
Security 101 

Security Terminology 
 

GeorgiaFIRST Wimba Training Series For Training Use Only 
© 2010 Board of Regents of the University System of Georgia. All Rights Reserved. 6 

 

Security Terminology 
 
 

 



 
Security 101 

Security Requirements 
 

GeorgiaFIRST Wimba Training Series For Training Use Only 
© 2010 Board of Regents of the University System of Georgia. All Rights Reserved. 7 

 

© 2010 Board of Regents of the University System of Georgia.  All Rights Reserved.

GeorgiaFIRSTWimba Training Series

13

Security Requirements – Sensitive Data

• To restrict who can view records with sensitive 
data, use the following roles:

– For all modules, except Budget Prep

• Role: BOR_QRY_SENSDATA

– For Budget Prep

• Role: BOR_PT_QRY_BUDPREP

– FUTURE ROLE for ADP views

• Role: BOR_PT_QRY_ADP_SENSDATA
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Security Requirements – Queries 

• BOR_PT_QRY_ALLACCGRPS: role allows access 
to the records
– Anyone needing query access needs this role

• In addition, each user need query access will 
also need one of the following:
– Query Viewer

– Query Create Private

– Query Create Public

– Query Administrator
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Security Requirements – Queries 

• Query Viewer: 
– Only allows a user to view prebuilt/public queries

• Query Create Private:
– Query Viewer permission, plus allows user to create 

private queries

• Query Create Public:
– Query Create Private permissions, plus allows a user 

to create private and public queries

• Query Administrator
– Query Create Public permissions, plus allows the user 

to monitor query performance and usage

 
 

© 2010 Board of Regents of the University System of Georgia.  All Rights Reserved.

GeorgiaFIRSTWimba Training Series

16

Security Requirements – Reports 

• BOR_FN_ADMIN_REPORTING: To run reports, 
users need this role, plus one of the following 
roles as well:
– ReportDistAdmin (Report Administrator)

• Maintains content of all reports and authorized to 
access all reports

– ReportSuperUser (Super User)
• Maintains content of only authorize reports

– BOR PeopleSoft User
• Assigned  to all User IDs
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Creating User Accounts: Self Service

• PSFIN Self Service Portal

• Users need:
– Last four digits of SSN

– Birth date

– Zip Code

• Gives access to Financials with Expenses base 
access

• If user is going to be a core user, Security 
Admin will have to add the additional roles
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Creating User Accounts: Sec Admin

• PeopleTools > Security > User Profiles > 
Distributed User Profiles

• Can create new User Profile or use the Copy 
User Profile feature to duplicate a similar 
profile

– Copy a User Profile Business Process: SC.080.103
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Maintaining User Accounts

• Account Lockout

– If a user attempts to login more than five times 
unsuccessfully, the account will be locked

– PeopleTools > Security > User Profiles > 
Distributed User Profiles

– Security Admin must deselect the “Account 
Lockout Out?” checkbox
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Maintaining User Accounts

• Expired Passwords

• PeopleTools > Security > User Profiles > 
Distributed User Profiles

• Select the “Password Expired” checkbox to 
ensure the user to change their password 
upon initial login
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Maintaining User Accounts

• Workflow Tab

– Used to assign an alternate user for an approver 

– PeopleTools > Security > User Profiles > 
Distributed User Profiles

– Workflow tab

• To query alternate users and expiration dates, 
query on PS_ROLEXLATOPR
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Multi-Campus Approver

• Adding a new User Profile for someone who is 
already an approver at a different institution

• System determines whether or not the user is 
already listed as an employee at another 
institution

• If user is employed at more than one campus 
& is an approver at each institution, a second 
user ID must be created 
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Multi-Campus Approver

• Adding User Profile for Multi-Campus 
Approvers

– Navigation: PeopleTools > Security > User Profiles 
> Save Approver Profile

– Search for the User ID

• Business Process: SC.080.105
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Locating Security Information

• Security User Access Report

– Shows all User IDs, with their respective Employee 
Name and Associated Role Names

– BOR Menus > BOR Utilities > BOR Security > User 
Access Report

– Roles needed to access report:

• BOR_LOCAL_SEC_ADMIN

• BOR_PT_SEC_REPORTS

– Business Process: SC.080.141
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Locating Security Information

• Role Page Access Report

– Identifies what page access each role contains

– Only needs to be run once

– BOR Menus > BOR Utilities > BOR Security > User 
Access Report

– Roles needed to access report:

• BOR_LOCAL_SEC_ADMIN

• BOR_PT_SEC_REPORTS

– Business Process: SC.080.141
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Locating Security Information
• Terminated Users Query

– BOR_SEC_TERMINATED_USERS
– Lists users who are ‘terminated’ and  who have active user accounts
– Recommend that you run at least weekly and deactivate the accounts

• PeopleTools > Security > User Profiles > Distributed User Profiles
• On General tab, select “Account Locked Out?” to disable user’s ability to login
• On User Roles tab, remove BOR PeopleSoft User role, which contains sign-on 

permissions

– Be sure to review the Primary Permission before disabling the account 
& ensure it is your business unit
• If not, it could be a multi-campus user
• Do not disable another institution’s User ID

– Business Process: SC.080.106
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Locating Security Information

• Searching and Viewing Security Roles

– Can view the permissions that make up a role

– PeopleTools > Security > Permissions & Roles > 
Roles

– All roles begin with BOR_XX (XX = module)
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Locating Security Information

• Searching and Viewing Permission Lists

– Can view the menus attached to a permission list

– PeopleTools > Security > Permissions & Roles > 
Permission Lists

– BOR Permission Lists start with 2-letter prefix for 
the module

– Pages tab
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Additional Security Resources

• Security Request Form

– Generic form located on GeorgiaFIRST website

• Recommendation: 

– All institutions have formal documentation on the 
user and the access they need, along with the 
appropriate campus signatures for the auditors
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Additional Security Resources

• Security Job Aid for Job Functions
– Key Roles: Summary of Module tasks, plus role name 

required

– Module-Specific Job Aid tabs
• Lists sample Job Titles with the corresponding:

– Security Roles

– Security Role Description

– Whether or not Operator Preferences need to be specified

• Located at: http://www.usg.edu/gafirst-
fin/projects/v8/technical/
– Select Security Job Aid for Job Functions
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Commitment Control Security

• Commitment Control (KK) Security is used in 
addition to application level security in order 
to facilitate the control of specific budgetary 
functions such as budget entry, inquiry, and 
override.
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Commitment Control Security

• Budget Security Events

• Budget Security Rules

• Associating Budget Security Rules to a User

• Running Security Build
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Budget Security Events

• Allow you to specify the budgetary functions, or 
events, on which the system enforces security

• Delivered Security Events:
– Budget Date Override 

• enables you to limit the users who can override the system-
defined budget date on a source transaction

– Bypass Budget 
• enables you to limit the users who can create a GL journal 

that bypasses budget checking entirely

– Budget Override 
• enables users to override budget checking exceptions for a 

new transaction or to pass a transaction that has failed 
budget checking
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Budget Security Rules

• Security rules are created based on the 
activated Budget Security Events

• Security rules enable you to establish which 
security events can be performed on which 
budgets and which transactions independent 
of any specific user, until such time as you 
apply the rules to a user or users
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Assign Budget Security Rule to User

• Commitment Control > Define Budget Security 
> Assign Rule to User ID

• If user doesn’t have any budget security rules, 
go to Add a New Value tab

• Assign security rule(s) for the user

• Assignments are not complete until the 
Security Build process is run

• KK.010.013
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Run Security Build

• Enables the security rules and assignments to 
take effect

• Must run the KK Security app engine process 
(KSEC_FLAT) to create the tables used by the 
system to check KK security access
– Run every weeknight as part of BORDAILY

• Can view the results of the process on the 
Commitment Control Security Report 
(GLC8572)
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Objectives 

 Identified the differences between a Role and a Permission List, and how they are tied to User 

IDs 

 Identified the requirements for viewing Sensitive Data 

 Reviewed the differences in roles for Queries and Reports 

 Reviewed the queries and reports available for Security 

 Defined the “Alternate User” function on the Workflow tab 

 Identified the different ways to create and maintain user accounts 

 Reviewed the steps to handle account lockouts and expired passwords 

 Defined the steps involved around Commitment Control Security  

 

Archive 

 The archive for this Wimba Training Session will be available no later than end of day, May 20, 

2010.  

 The archive and training materials will be posted to the GeorgiaFIRST website: 

http://www.usg.edu/gafirst-fin/training/archives/  

 

http://www.usg.edu/gafirst-fin/training/archives/

