
February 6, 2015 

9:00 – 5:00 PM 

Shelia Sloan 



 8:30 Setup and Socialize 

 9:00 Security Overview 

 10:15 Break 

 10:30 Workflow Overview 

 12:00  Lunch 

 1:00 Lab Activities 

 2:45 Break 

 3:00 Lab Activities 

 4:15 Recap 

 4:30 Question and Answer 



 Contents 

◦ Security Matrix  

◦ Core Security Request Form 

◦ Security Set Up Job Aids 

◦ Fit Gap Recommendations 
Spreadsheets 

 



 9.2 Security Set Up includes the 
following elements: 

◦Base Line 

◦ Job-Specific 

◦User-Specific 

◦Workflow-Specific 
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Security  
Design & Deployment Strategy 

 

 



 Model Roles are “granular” 
◦ Roles relate to a specific function 

◦ Multiple roles used for one job 

◦ Promotes flexibility in assigning roles to users 

 



 User information will be updating during 
UAT. 

 This information will be scripted out of UAT 
and pushed to Production.   

 Timing of the move will be important.  
Users who are not updated in UAT will have 
to be updated after go live.   
 

 



 The date of the clone is January 4, 2015.   
 UAT ends February 25, 2015. 
 Any changes you make in UAT will be 

scripted out. 
◦ We need a list of user ids that you make changes to.  

This includes user profile/role changes, user 
preference changes and commitment control security 
changes.   

◦ Only these users will be pulled out of UAT into 
production.  

◦ All others needing updating will have to be done after 
go live. 

 
 



 Any user that self registers, will come over 
during the upgrade.  - No need to worry 
about updating basic users that have no 
additional access. 

 Any changes you made from January 4th 
through now in production will not be in the 
UAT environment. 

 Any changes you make to users after 
February 25, 2015 in production, will need 
to be redone after go live. 
 
 

 



 During Cutover, ITS will export and re-import 
the following setup values from Pre-
Production database: 
◦ Security Roles 

◦ User Preferences and Defaults 

◦ KK Security 

 

 



 As always, make sure you update the terminated 
users. (If you are using iStrategy, do not mark 
terminated users inactive on the iStrategy Dept 
Page). 

 Make sure your current user access is appropriate 
and go ahead and make the changes in UAT to the 
new roles for 9.2. 

 Ensure you review Commitment Control security as 
there are changes.  

 There are new User Preference Options in 9.2 



 During Cutover, ITS will not export and re-
import the following information: 
◦ Employee hires or terminations 

◦ “Other” chart field additions and changes (e.g., 
Account, Program, Fund, Class, Budget Reference 
Changes) 

◦ Sample transactions and workflow  
routing history 



Security Administrator  
(SECADM) Job Functions 

 

 



 User Profile Management 
◦ Core Security Roles Management 

◦ EMPLID Management  

◦ Email Address Management  

◦ Password Reset 

◦ Account Lock Out / Reset 

◦ Commitment Control Security 

◦ User Preferences 

◦ Approval Setup  
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 Self Service Administration 
◦ New Expense User Activation   

 EX_EE_UPDATE – Runs in Batch 
 Employee Address Changes 

 Employee Bank Changes (EFT only) 

 

 





 





 









 Workflow in 9.2 has expanded to other 
modules.  

 This means the addition of several roles. 

 Accounts Payable Vouchers, Purchase Orders, 
GL Journals, Commitment Control Budget 
Journals, Requisitions, and Travel and 
Expense Transactions are all using workflow. 







Workflow Administrator  
(WFADMIN) Job Functions 

 

 



 Routing Management 
◦ Transaction Rerouting 

 Transactions missing approver assignments or 
transactions that have escalated due to no 
approvals. 

◦ Escalation and Notification Days by Module 
 Each institution must determine the amount of 

days for workflow to notify the approver that they 
have not approved the transaction, and the 
number of days before it escalates the transaction 
to the Workflow Admin.  

 



Module Specific Information 

 

 



 

  Workflow Has Changed! 
◦ BOR_GL_JRNL_APPR 

 This is still the correct approval role 

 Route Controls MUST BE removed from this role 
now. 

◦ BOR_GL_ADMINXX (first two digits of 
institution id) 

 This role is for escalations or routing issues. 

◦ User Preferences 
 There are a few NEW user preference Options in 

General Ledger. 

 

 





 

 



 

 



 

 

 Workflow is New! 
◦ BOR_KK_BUD_APPR 

 This is approval role. 

◦ BOR_KK_ADMINXX (first two digits of 
institution id) 

 This role is for escalations or routing issues. 

◦ Commitment Control Security Rules 
 There are a few NEW Commitment Control 

Security Rules. 

 



 

 

 Commitment Control Security Rules 
◦ BUD_ENTRY 

 This rule must be assigned to users that will be entering 
Budget Journals. 

◦ BUD_XFER  
 This rule must be assigned to users that will be 

entering Budget Transfers. 

 DO NOT FORGET TO RUN REQUEST BUILD 
AFTER ANY CHANGES!! 

 



 

 





 

 

 Workflow is New! 
◦ BOR_VOUCHER_BUD_REF_APPR 

 This is approval role for vouchers with Budget Reference 
differences. 

◦ BOR_VOUCHER_ASSET_APPR 
 This is approval role for vouchers with Asset Issues. 

◦ BOR_AP_ADMINXX (first two digits of 
institution id) 

 This role is for escalations or routing issues. 

 



 

 

 New User Preference Options 
◦ This EMAIL ID is the from email account used for the 

ACH payment Notifications. 



 

 



 

 



 

 



 

 

 Workflow is New! 
◦ BOR_PO_BUD_REF_APPR 

 This is approval role for Purchase Orders with Budget Reference 
differences. 

◦ BOR_PO_ASSET_APPR 
 This is approval role for Purchase Orders with Asset Issues. 

◦ BOR_PO_ADMINXX (first two digits of 
institution id) 

 This role is for escalations or routing issues. 

 



 

 

The Requester field 
MUST be populated 
in order for the 
requester to be able 
to enter 
requisitions. 
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 Two New Workflow Options: 
◦ Total Requisition Amount Approval. 

 This approval level is routed to an approver with the 
BOR_EP_CAT_AMOUNT_APPR role and is based on the TOTAL 
amount of the Requisition, instead of each line.  Default amount is 
Greater than $10,000.00 unless your institution specified 
otherwise. 

◦ Budget Reference Approval. 
 This approval level is for Requisitions that have a budget reference 

that does not equal the fiscal year. This will route to an approver 
with the BOR_EP_BUD_REF_APPR role.  

◦ BOR_EP_ADMINXX (first two digits of institution 
id) 

 This role is for escalations or routing issues. 

 



 

 

The Requester field 
MUST be populated 
in order for the 
requester to be able 
to enter 
requisitions. 



 

 



 

 



 

 

 Account Cleanup: 
◦ Lock the Distributed User profile. 

◦ Remove the BOR PeopleSoft User xx base role. 

◦ Remove any Workflow Related Approval Roles. 

◦ Change the ID type on the ID tab to None. 

◦ Place the employee ID on the General Tab 
under the User ID Alias field by putting the 
userid-emplid in that field. 

◦ On the Workflow Tab, remove the checkbox 
by worklist/email user box.  



 

 

 Account Cleanup: 
◦ If they are an approver, replace them with the 

new approver. 

 This could be on Chartfields for ePro, Under 
Approver Assignments for Expenses, or just by the 
workflow roles. 

 If they have any pending transactions in their 
worklist for approval, reroute them to the 
appropriate approver. 

◦ Remove the Commitment Control Security Rules 
from their User id. 



 

 

 SEGREGATE_DUTY_BOR – Segregation of Duties Query 

 BOR_SEC_ROLE_USERS – Users assigned to a role. 

 BOR_SEC_TERMINATED_USERS – Terminated 

users with unlocked accounts. 

 BOR_SEC_USER_PAGE – User id’s Page Access 

 BOR_SEC_USER_PERM_LIST – Users and associated 

Permission Lists 

 BOR_SEC_USER_ROLES – User’s role access 

 BOR_SEC_USER_ROLE_PLIST_PAGE – Security 

Query – Run by userid 

 

 



 

 

 Set Up Financials/Supply Chain > Common 
Definitions> User Preferences > User 
Preferences Report 

 Commitment Control> Define Budget 
Security > Security Report 
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 Each Institution that has Public/Private 
Queries in Production can use the UAT 
environment to perform their institutional 
query retrofits.  

 

 Cutoff Date for making the changes in UAT 
environment is February 25, 2015. 

 



 First Priority = UAT Participants 

◦ See schedule below 

 Second Priority = Other Core users 

 



 Facilitated, Self – Paced Activities 
◦ Core Users 

◦ Generic Role Users 

◦ ePro Department & Project Managers  

◦ EX Workflow Approvers 

◦ AP Approvers 

◦ PO Approvers 

◦ GL and KK Approvers 

◦ User Preferences 

◦ KK Security 



 Finalize Security Updates in UAT Environment 

 

 Send List of UserIDs updated in the UAT 
Environment (FPRE) to Shelia.sloan@usg.edu 
by end of day Tuesday, February 24, 2015; 

 

 Continue tracking changes from February 25, 
2015 until Go Live.   

mailto:Shelia.sloan@usg.edu





